Abstract: Business continuity management (BCM) is a management process which is practised to counteract the negative impacts of possible threats to the continuity of organisational activities. This paper provides the criteria that contribute to the risk amplification for the disruption of business. Over the last two decades, global concerns have emerged due to natural disasters, and human-made disasters, which are also responsible for the business interruption. The purpose of this paper is to investigate the critical risk criteria of business continuity management/process and their potential impact on the businesses as well as their supply chain. Six criteria and 28 sub-criteria were selected from the literature review, and views of experts' (academicians, and industry practitioners), and an AHP methodology has been adopted to rank the same. A criteria namely 'organisational and management risk (OMR)' and a sub-criteria namely 'management policies failure' were found to be the most significant. These research findings are intended to help the decision and policy makers in understanding the significance of critical risk criteria and for the formulation of effective policies and strategies for their elimination.
Introduction
Business continuity management (BCM) is made up of preventive measures as well as preparedness arrangements, response options, and business continuity plan (BCP) which is a significant step in BCM, and is a documented procedure that guides organisations to respond, recover, resume, and restore to pre-defined level of operation following disruption (ISO, 2012) . By developing a BCP, an organisation can reduce losses during business interruption period while abiding to serve customers and maintain administrative operations. World Bank study estimated that India loses about 2% of its GDP almost every year in natural disasters, and 40% of businesses having continuity plan never re-open post-disaster. Of those that do, almost around 30% close within two years.
BCM is the development of strategies, plans and actions which provide protection or alternative modes of operation for those activities or business processes which, if they were to be interrupted, might otherwise bring about a severely damaging or potentially fatal loss to the enterprise (Hiles, 2010) . BCM includes crisis management (overall processes to manage the incident), disaster recovery (recovery of critical systems, applications, data and networks), business recovery (recovery of critical business processes) and contingency planning (recovery from impact external to the organisation) (CMI, 2002) . Although BCP ensures the continuation of operation, it also takes into account the resources required, procedures and actions to be taken to ensure the continuity of critical process, programs, and services which got affected in the event. Hence, it is a step ahead of disaster recovery.
As we all know, disasters are not something which occurs routinely, they are the unanticipated events, ordinarily unusual and happen unexpectedly. Business risks are now rising to an enormous level because of dynamic nature of natural as well as human-made disasters. These adverse events may cause an interruption in the supply chain, shortage of components/parts, design changes, and humanitarian emergency (Schmitt, 2011; Thun and Hoeing, 2011) . Hence, managing these uncertainties require broader risk management. The recent flood in Chennai, India is among the most expensive flood and the eighteenth most expensive disasters in the world for the year 2015. Many factories, schools, hospitals and offices were shut down because of the flood. A considerable loss of $3 billion (Rs.20,034 Crore) was estimated. The importance of investing in disaster risk reduction may save a considerable amount that is spent on disaster response. The report, produced by the UN office for disaster risk reduction, estimates that an investment of $6 billion annually to reduce the risk of disasters would save the world from losses of $360 billion over the next 15 years (DNA, 2015) .
The recent trends of the disasters and climate variability are a significant concern for the business. As the magnitude and intensity of these extreme events cannot be anticipated, it is challenging for the business to plan for their business recovery, as seen in the case of hurricanes in the USA and Chennai flood. The threats to the business interruptions are not extinct, but what is the significance of it and how much a business can afford from such interruptions are the questions needed to be dealt with. Even if we look into the disasters data, it reflects that the frequency of disasters with greater magnitude and impacts are increasing.
The damages caused by the Indian Ocean tsunami of 2004, hurricane Katrina of 2005, and Haiti earthquake of 2010 were estimated to be $9.5 billion, $81.2 billion, and $8 billion respectively. Japan, which is the second largest manufacturer in the world, its global and domestic supply chain got disrupted because of this event. This event not only impacted Japanese manufacturing firm but global automobile industries like BMW, GM, Ford, Toyota, etc. These companies have suffered a considerable loss as Japanese suppliers could not supply materials on time (Schmitt, 2011) . Few more examples which are evident for the fact that how an adverse situation has interrupted the businesses are as follows: Bhopal gas tragedy is one of the worst industrial disasters in the world. There was a gas leak (methyl isocyanide) at the Union Carbide India Limited, which resulted in life loss, environmental loss, economic loss and disabilities among the locals. The plant was never reopened after the accident (Elliott, 2017; Lal, 2017) . Another case, North America blackout in the year 2003 was a widespread power outage because of the software bug in the alarm system at control room affected an estimated 55 million people in America. Electrified commuter railways were shut down; industrial services got interrupted, international airport services and financial markets were closed (Barron, 2003; Jacobs, 2013) .
Failures of brake fluid valve supplier of Toyota lead to the recall of 7.43 millions of vehicles worldwide. The problem was not due to factory errors or quality control problems, but the problem was in designing. This leads to substantial financial losses and loss of customer's trust to the company (Joshi, 2013) . However, the brand had proved remarkably resilient and came back in the business with full support. In another incident, fire broke out at Philips fabrication line resulted in the business disruption to Nokia and Ericsson who have located miles away from the supplier (Mukherjee, 2008) .
Hence, it is essential for every business to work out proactively in such a way to mitigate, manage and reduce the impact and consequences of any interruption in the business within the limit of the affordability of the business. As the business is more susceptible to disasters, it is essential to have a plan to reduce the risk, mitigate damage and increase resilience. BCP here serves the purpose. It takes care of critical operations of the business which may lead to disruption. It is a plan for the quick resumption of critical business operations. Moreover, the loyalty of the customers to stick to the same product after a disruption is also a serious concern which an organisation should deal with it. The literature suggests, if the organisation has a robust continuity plan, which is in the form of a living document will undoubtedly lead to trust building in the customers as well as other stakeholders of the supply chain. As it is said that " it is always better to be safe than sorry", so planning for the continuity of business is all about being prepared for the consequences of those events which are difficult to anticipate.
As a risk driver, competitiveness can be viewed as a threat when opportunities are leveraged, leading to the growth of competitors and thus increasing risk. It may be noted that there is a lack of research in the manufacturing sector and there is a need to work in the field of critical risk criteria for analysing and investigating the same for an efficient supply chain risk management. The primary objective of this paper is to investigate the critical risk criteria of business continuity process and their potential impact on the businesses as well as their supply chain by using analytical hierarchy process (AHP). Furthermore, the weights of risk criteria are analysed and ranked.
This paper is presented in the following sequence -Section 2 is the literature review, and Section 3 covers the research methodology employed in the study. In Section 4, the case study and analysis of the risk criteria and sub-criteria are detailed, and Section 5 comprises of the discussion and conclusions.
Literature review

Business continuity plan
Nowadays, the business is equally vulnerable to human-made disasters like terrorism, sabotage, vandalism, etc. The terrorist attack on world trade centre is a good example where the losses were not only limited to physical, and economic loss, but the business lost their key personnel. The human resources with immense experience who were the critical asset for the organisation were also lost, and the operation of the business got interrupted for a long time. The very recent disaster in India, the Chennai deluge is also a good example which reflects how an event can completely disrupt the business.
A study conducted by CMI (2002) reveals that only 30% of the business has developed BCP jointly with their supplier which is not at all a significant figure and only 9% of the companies have insisted their outsourced suppliers to develop their BCP. Ericsson has formulated a risk management evaluation tool ERMAT in which they have come up with handling mechanism for business interruption, and BCP is a part of it. They have also developed a template for risk assessment and treatment and contingency planning. The steps involved in formulating a BCP are explained by Karakasdis (Figure 1) .
BCP is an integral part of BCM. BCM has a broader perspective which includes BCP. It is a section of management which deals mostly with decision making, allocation of resources, time, and sequencing activities. The BCP starts with the identification of threats or risks involved and then proceeds towards managing the identified risks within the business recovery timeline. The business continuity planning process must essentially provoke the risk reduction programs. After having this BCP, its testing criteria and procedures are developed. The review has to be done after testing.
Figure 1 Steps involved in BCP
Source: Karakasidis (1997) Many experts argue that risk management and BCM are very similar in some ways, and the development of BCP includes actions taken for risk management for low probability risks, but, they have potential to impact the business. To manage any risk, it is essential first to analyse or identify the various internal and external risks existing in the firm. To assess supply chain risk exposures, the company must identify not only direct risks to its operations but also the potential causes or sources of those risks at every significant link along the supply chain (Christopher McKinnon et al., 2002) . As a supply chain is widely spread over a geographical area, it is not necessary that the business will only get affected when it is directly impacted by disruptions. Even if, the primary production or manufacturing area is not disrupted by any disasters, but the suppliers or customers are located in the disrupted area, this will undoubtedly affect the continuity of business activities. Hurricane Katrina in 2005 has affected smaller units of business mostly suppliers, which substantially impacted the business (Reconstruction, 2012) . So all vulnerabilities associated with the supply chain should be anticipated and analysed. To mitigate the supplier risk, it is better to have multiple suppliers located in the different geographical region. Prior consultations must be done with those suppliers who are necessary for the resumption of critical activities as the primary aim of BCP is to resume the critical activities of the business. The summary of the critical risk criteria published in the past studies is as shown in Table 1 .
Some of the applications of the AHP
This section of the paper discusses papers published across various sectors by using AHP methodology. Some of the applications of the same are detailed below. Sasananan et al. (2016) employed AHP for the selection of third-party logistics service provider in the Indian cement manufacturing industries context. Out of 20 shortlisted criteria, a factor namely compatibility with the user was found to be the most significant. Raut et al. (2017a) selected a location for the sustainable warehouse in the multi-criteria environment using AHP tool. The analysis of the eleven criteria revealed that a parameter namely governmental policies and regulations were found to be the most important amongst all. Govindan et al. (2014) analysed the barriers of green supply chain management (GSCM) in the Indian context using AHP. Mathiyazhagan et al. (2014) performed pressure analysis for the implementation of GSCM in the Indian industries using AHP. Rahmati et al. (2015) employed AHP along with GIS for mapping the groundwater potential in the Iranian context. Kar (2015) developed a hybrid group decision support system for the selection of supplier using fuzzy AHP, and neural networks.
Fuzzy AHP was used for estimating the group preferences, and neural networks were employed for mapping the suppliers to suitable classes. Hyun et al. (2015) used free tree analysis and AHP for carrying out the risk analysis of undesirable events taking place during tunnelling with the application of a shield tunnel tedious machine method. Azarnivand et al. (2015) applied fuzzy AHP in water, and environmental management in the Iranian context. Nguyen et al. (2015) quantified the transportation projects complexity using the fuzzy AHP. Stefanidis and Stathis (2013) assessed the flood hazard based on the anthropogenic and natural factors using AHP and GIS in the Greece context. Sener and Davraz (2013) assessed the vulnerability of groundwater based on a modified DRASTIIC-AHP methodology in the Turkish context.
Research gaps
From the above literature review, it is clear that not much research work has been carried out in the area of BCM using multi-criteria decision-making methodology, especially in the context of Indian manufacturing industries. Hence, the present research is a novel one focusing on the modelling of the critical risk criteria for the BCM in the manufacturing industries context using an analytic hierarchy process. The findings of the study are intended to guide the policy and decision makers in understanding the significance of the criteria for improving the efficiency of the BCM.
Research methodology
Identification of the evaluation criteria
The evaluation critical risk criteria have to be most prevalent and vital in the process. To explore the risk criteria, a thorough literature review and unstructured interviews with experts (ten experts from the industry, and five from the academia) were carried out. The discussions assisted in developing a relevant set of critical risk criteria. Thus, in the current study, criteria have been considered and adopted from the literature survey, and expert's opinions.
Analytic hierarchy process
The AHP initially developed by Thomas Saaty in 1971 (Saaty, 1971 , 1980 , 2000 is a process designed for solving complex problems involving multiple criteria. The AHP is a powerful and flexible decision-making process to help managers set priorities and make the best decision when both qualitative and quantitative aspects of a decision need to be considered (Gardas et al., 2015) .
AHP is an accessible means to determine the weights of the criteria. It decomposes the decision process as a hierarchical structure and deals with quantifiable and intangible criteria by using the pair-wise comparison matrices (Saaty, 1977 (Saaty, , 1980 . The block diagram of AHP is shown in Figure 2 . The AHP divides the decision problem into the following steps (Chamodrakas et al., 2010; Raut et al., 2011) .
1 Define an objective of problem and determine its goal.
2 Structure the hierarchy from the top (objectives from a decision-makers viewpoint) through intermediate levels (criteria on which subsequent levels depend) to the lowest level, which typically contains a list of alternatives.
3 Employ a pair-wise comparison approach. Saaty (2000) developed the fundamental scale for pair-wise comparisons ( Table 2 ). The pair-wise comparison matrix A, in which the element a ij of the matrix is the relative importance of the i th factor with respect to the j th factor, could be calculated as 
4 There are n(n -1)/judgments required for developing the set of matrices in step 3. Reciprocals are automatically assigned to each pair-wise comparison, where n is the matrix size.
5 Hierarchical synthesis is now utilised to weight the eigenvector according to weights of criteria. The sum is for all weighted eigenvector corresponding to those in the next lower hierarchy level.
6 Having made all pair-wise comparisons, consistency is identified by using the eigenvalue λmax, to calculate the consistency index (CI). Saaty (1990) proposed that the largest eigenvalue, λmax, will be
where:
λ is the principal or largest eigenvalue of positive real values in a judgment matrix W j is the weight of j th factor W i is the weight of i th factor.
7 Consistency test, each pair-wise comparison contains numerous decision elements for the consistency index, which measures the entire consistency judgment for each comparison matrix and the hierarchy structure. Saaty (1990) utilised the CI and consistency ration (CR) to assess the consistency of the comparison matrix. The CI and CR are defined as
where n is the matrix size.
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where the judgment consistency can be checked by taking the CR of CI with the appropriate value (Table 3 ). The CR is acceptable if it does not exceed 0.10. The CR is > 0.10, the judgment matrix is inconsistent. To acquire a consistent matrix, judgments should be reviewed and improved. 4 Case study and analysis of the risk criteria and sub-criteria
The company that is taken for the case study is among those companies which were selected for learning the level of awareness about BCM system in the Indian manufacturing sector. An automobile manufacturing industry has a BCM system that is planned at the corporate level, which will be implemented shortly and the same is in the planning and execution phase. The organisation used to have a disaster management plan. However, later on, the top management has decided to implement the BCP to minimise the loss in case of a disaster or crisis occurs. The top management formed a committee from risk and internal audit department along with a BCP consultant. While they were formulating their BCP, they found that there were lots of repetitions in their disaster management plan, and BCP. So they decided to merge both the plans and hence named Business Continuity and Disaster Management Plan (BCDMP). The proposed critical risk criteria are shown in Table 4 , and Figure 3 shows the flowchart for assessing the critical risk criteria for the BCM for the considered case industry. Any policy which do not give intend outcome is considered to be failure or ineffective.
Labour laws and regulations within the industry
Labour laws -they are related to the productivity, quality, safety, and inflation linked compensation management. It also requires percolation, if government formulates certain schemes to the workers.
Environmental laws, regulations, and liability
Non-compliance to these leads to: (1) improper waste management; (2) reduction in brand value; (3) vulnerability to social and political pressures; (4) non-compliance with standards/regulations reduce the reliability/durability of product in the eyes of customer
Disorganised or inaccurate record keeping
The record management strategy identifies the agency's records. 
Logistics provider failure
Logistics provider provides following services: transportation, warehousing, reverse logistics, brokering, freight forwarding, purchase-order management, order taking, loss and damage claims, freight bill audits, consulting, time-definite delivery, customs brokering, port services, export crating, special skills/handling like hazardous materials, temperature controlled, package/parcel delivery, food-grade facilities, etc. Failure of these services can cause disruptions in the supply chain.
4.5
Utilities failurescommunications, electricity, water, power, etc.
Utilities sector contains companies such as electric, gas and water firms and integrated providers.
4.6
Loss of key supplier Failure or loss of key suppliers can cause disturbances both in terms of late deliveries or poor product quality. Procurement of green and eco-friendly raw materials may add to cost at supplier end and hence may affect the performance.
Lack of technical skills personnel
Lack of skills in the manpower adds to the risk. Also, existing workforce would not be able to adopt and cope up with new and sustainable technologies instantly.
HR risks-key shortage
Lack of number of labourers in the organisation and/or the quality of the employees. Basically, a fundamental obstacle to improving environmental performance is a lack of human resources. 6.3 Source supplier Strategic sourcing is an institutional procurement process that continuously improves and reevaluates the purchasing activities of a company.
Cooperative sourcing is a collaboration or negotiation of different companies, which have similar business processes. To save costs, the competitors with the best production function can insource the business process of other competitors. It may be noted that an alternate and cheap source can bring down the cost of material.
New product development
Development of products as per the customer and market demand with low life cycle cost, safe, eco-friendly, and reliable products, etc. Controversy between an employer and its employees regarding the terms (such as conditions of employment, fringe benefits, hours of work, tenure, wages) to be negotiated during collective bargaining, or the implementation of already agreed upon terms and conditions. Labour strike is one consequence of labor disagreement which can lead to huge disruption in the production. Contract frustration: legal termination of a contract due to unforeseen circumstances that (1) prevent achievement of its objectives, (2) render its performance illegal, or (3) make it practically impossible to execute. It could be caused by reasons such as an accident, change in law, fire, sickness of one of the parties, third-party interference. Frustration of a contract excuses nonperformance and automatically discharges the contract, except where the terms of contract override this implied legal provision. However, frustration is not acceptable as an excuse where the circumstance was foreseeable, and is not applicable to certain types of contracts such as insurance policies. After the identification of primary risk criteria and sub-criteria, the strengths of the relationships between the criteria were identified, 15 experts from the industry and academia were consulted, and individual pair-wise comparison matrix was developed. After receiving 15 matrices, the group decision-making matrix was formulated. Aczél and Saaty (1983) suggested that the geometric mean method is the best method for the aggregation of the individual judgment in the analytic hierarchy process and the same is applied in the present study. The final pair-wise comparison matrix of the risk criteria is shown in Table 5 , and Table 7 highlights the same for the sub-criteria relevant to the hazard risk. Table 6 and Table 8 indicate the values of consistency indices for the risk criteria and sub-criteria respectively. It may be noted that the values of CR in both the cases are less than 10%. Hence, the judgments of the experts are consistent. Similarly, the group decision matrices for all the sub-criteria were developed and checked for consistency. Finally, Table 9 was developed based on the final weights of the main risk criteria and sub-criteria. It also highlights rankings of the sub-criteria. Table 5 also indicates the weights of the six main risk criteria along with their ranks. The most significant primary risk criterion was found to be organisational and management risk (OMR) with a weight of 0.5498 (Rank I), and the least important one is the strategic risk (STR) with a magnitude of 0.0405 (Rank VI). From Table 9 , the topmost significant sub-criteria were identified as -management policies failure with a weight of 0.3745 (rank 1), followed by physical property damage (infrastructure) with a magnitude of 0.1026 (rank 2), sabotage with a value of 0.0764 (rank 3), environmental laws, regulations, and liability with an intensity of 0.0719 (rank 4), and labor laws and regulation within the industry with a magnitude of 0.0707 (rank 5). The five least essential sub-criteria identified were-loss of crucial supplier, and HR risks-fundamental shortage both the sub-criteria were found to have same weight of 0.0044 (rank 24, shared by both) followed by source supplier with a global weight of 0.0043 (rank 25), union relations: labor disagreement and contract frustrations with a value of 0.0041 (rank 26), and new product developments with an intensity of 0.0035 (rank 27). 
Discussion and conclusions
Business continuity is a continual process which is different for different organisations. It functions like a closed loop system where feedbacks are taken into consideration for the improvement of the organisational system. Many organisations claim to have BCM system, but either their plans are never tested, or it is just in a document replicated from some other organisations which may not be suitable for their organisation. One defines the BCM in the way one uses it. The BCP of the organisation under study is an overall well descriptive plan where the members of the committee have worked hard to cover its critical processes and activities. Today the economies around the world are so dynamic and interdependent that disruption in one part will affect other(s). For example, the financial crisis on Wall Street will have an impact on the economy of other countries. Various societal and environmental issues affect the society which in turn directly or indirectly affects the business across boundaries. The interdependencies between business and society are often changing and in an unanticipated way. In an era of globalisation, societies penetrate often and deep into business decisions. Business is a part of society, and any disruption in business will undoubtedly affect society of its scope at large. The risk mitigation should be planned in such a way that event with a probability of 0.01 should be considered in the planning process. The manufacturing industry that was selected for the case study is in planning and execution process of the BCM system. Down the line, based on the learning and experience, the organisation/management will overcome its gaps and modify its plans accordingly. While analysing and ranking risk, proper weight should be given, instead of grading them based on the perception, especially for some social indices like economic risk, and risk to human life. The focus should also be towards qualitative risk, and it should be made quantifiable. The impact of an event can be direct, indirect, and intangible. Direct impacts can be evaluated regarding cash, property depreciation, and livelihood losses. These are some of the indirect losses, whereas losses to the environment, ecological stability increase the criminal activity which is the intangible impact. Calculating economic loss is a time taking the process, and it is difficult. The risk to human life is a significant concern, as a loss of life is worth more than a loss of millions of rupees in the property. Hence evaluation of human life risk is essential. Papp (2002) suggested parameters to calculate this risk by the following indices: h = (D / N × P).
Where h = magnitude of risk to human life; P = probability of occurrence of an event that causes loss of human life; the D = number of lives lost; and N = number of people exposed to that hazard which can cause disruption.
Looking at the recent events of Nepal earthquake and Chennai floods which are almost rare events, but the extent of damage and loss is vast; all organisations should analyse the risk of those events which are almost rare. The power industries in the USA are very proactive in case of Hurricanes as every year they have to face it and eventually the disruptions in their businesses. So they have adopted hardening, and resiliency measures. The strategy of mutual assistance is a good strategy for dealing with the disruption. In mutual assistance network, the organisations from across the country voluntarily partnership with each other. It helps in maintaining a high level of reliability. To increase the efficiency of the BCM, training should be imparted to the workforce, and that should include employees from different positions. The different simulation exercise shall be considered while conducting training. These exercises can be performed in front of top-level executive so that they will also know about the weakness in their management and infrastructure and work holistically on their weaknesses.
It may be noted that the disruption creates stress on the business and changes their functioning by reducing the profitability and competitiveness locally as well as globally. It indicates that the business firms' especially private firms should incorporate disaster risk reduction approach in their investment and planning processes. BCM increases the organisation's resilience and ensures the continuity of business (delivery of goods and services) even in the disastrous situation. It caters not only to the process and infrastructure but also for the people. It enhances the firm's credibility and trustworthiness and attracts some investors. An executable BCP helps in getting more contracts as compared to their other competitors (Reconstruction, 2012) .
In the present investigation, the critical risk criteria (six criteria and 28 sub-criteria) of BCM/process and their potential impacts on the businesses as well as their supply chain were evaluated by using an AHP methodology. A criteria namely 'OMR' and a sub-criteria namely 'management policies failure' were found to be the most significant. It is worth mentioning that the present study findings would help decision and policy makers in understanding the various risks of BCM and their interrelationship. This study would also help in formulating new or modifying the previous strategies for the mitigation of the critical risks. The time frame needed for the effective implementation of the policies or strategies may also be analysed.
It may be noted that for the development of the pair-wise comparison matrix experts' inputs from the industry and academia were considered, but, these inputs could be biased influencing reliability of the developed model. To overcome this limitation, integrated approach may be employed for the analysis, i.e., other multi-criteria decision making methodologies such as interpretive structural modelling approach, technique for order preference by similarity to ideal solution, decision making trial and evaluation laboratory, analytic hierarchy process, interpretive ranking process, total interpretive structural modelling approach may be employed along with the analytic hierarchy process Narkhede et al., 2017; Raut et al., 2017b Raut et al., , 2017c . In future, authors would like to validate the developed hierarchical model by using structural equation modelling approach.
